
Foundations of Cryptography 1

Problem Set 4

Assigned: February 15, 2017
Due: March 21, 2017 (5PM)

General Instructions. You may discuss the problems with your classmates, but you should
write your solution on your own. Solutions should be placed in Guy Rothblum’s mailbox. If
possible, please type the solutions in LaTeX. (We ask that you print your solution, but if this isn’t
possible you may mail it to guy.rothblum@weizmann.ac.il).

1 Universal One-Way Hash Functions (UOWHFs)

A collection of universal one-way hash functions (UOWHFs) is defined analogously to a collection
of collision-resistant has functions (CRHs). Both are collections of functions that shrink their input
and where it’s hard to find a collision. The difference is that UOWHFs have a relaxed hardness
requirement for finding collisions. For CRHs, given the description h of the hash function, it is
hard to find any pair of inputs x 6= x′ that collide, i.e. where h(x) = h(x′). For UOWHFs, we
require that given any fixed input x (chosen before the hash function was specified), and then given
the hash function h, it is hard to find x′ 6= x s.t. h(x) = h(x′). You will show how to construct
UOWHFs from one-way permutations and (a variant of) pairwise-independent functions.

Definition 1.1. (`d, `r)-UOWHFs. A collection of universal one-way hash functions (UOWHFs)
is specified by a randomized PPTM algorithm Gen that gets as input a security parameter n, and
outputs a description of a hash function h mapping `d(n)-bit inputs to `r(n)-bit outputs where:

1. Efficient Evaluation. Given the description h ← Gen(1n) and an input x ∈ {0, 1}`d(n), the
output h(x) can be computed in poly(n) time.

2. Shrinking. for every n, `d(n) > `r(n).1

3. Designated-Collision Resistance. For every polynomial q, every deterministic PTM A0, and
every randomized PPTM A1, there exists a negligible function ε such that for every n:

Pr
r←Uq(n),h←Gen(1n),A1’s coins

[x← A0(r), x
′ ← A1(h, r) s.t. h(x) = h(x′) and x 6= x′] ≤ ε(n)

Here the algorithm A0 specifies (before seeing a description of h) an input x on which it will
need to find a collision. A0 can use a random string r of length q(n) bits, but is otherwise
deterministic. Once x and h are specified, a separate algorithm A1 (which knows r, x and h),
tries to find an h-collision.

1Similarly to CRHs, once we have UOWHFs that shrink their domain by even one bit, we can obtain arbitrary
polynomial shrinkage by composing the UOWHF with itself.
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Show that one-way permutations imply the existence of (n, n − 1)-UOWHFs (i.e. UOWHFs
that shrink by a single bit). You can (and should) use a “programmable” family of pairwise-
independent hash functions, as defined below (you do not need to construct such a family, you may
simply assume that it exists):

Definition 1.2 (“Programmable” Pairwise-Independent Family). 2 For fixed n, let G = Gn = {g :
{0, 1}n → {0, 1}n−1}g∈G be a family of functions mapping n-bit strings to (n− 1)-bit strings. We
say that G is a programmable pairwise-independent family if every g ∈ G is 2-to-1, it is possible
to sample a random g ∈ G in polynomial time, For an input x and g ∈ G, the value g(x) can be
computed in polynomial time, and there exists a PPTM algorithm Samp such that:

1. For any z, y ∈ {0, 1}n, Samp(z, y) outputs a random g ∈ G s.t. g(y) = g(z).

2. For any fixed z ∈ {0, 1}n, the distribution obtained by sampling a random y ∈ {0, 1}n and
outputting g ← Samp(z, y) is uniform over all g ∈ G.

Note: The pairwise-independent hash family defined in problem set 3 is (almost) such a family.

Hint: Let f be a one-way permutation, and G a programmable family of pairwise-independent
hash functions. Consider the UOWHF h(x) = g(f(x)) where the generation algorithm samples a
random g ∈ G. This is a hash family from n bits to n − 1 bits. To show that it’s a UOWHF,
assume for contradiction that a pair of algorithms (A0, A1) can find a designated collision, and use
(A0, A1) to invert the one-way permutation f .

To invert a random y = f(x), begin by running A0 with randomness r to obtain an input x′

for the UOWHF and take z = f(x′). Now run Samp to find g ∈ G s.t. g(z) = g(y), and run A1 on
(h = (g ◦ f), r). Show that with noticeable probability A1 succeeds in finding a collision x′′ 6= x′

s.t. g(f(x′)) = g(f(x′′)), and conclude that x′′ = x is the inverse of the given y.

Remark 1.1. UOWHFs are an important relaxation of CRHs. It is known how to construct
UOWHFs from general one-way functions, whereas no such implication is known for CRHs. More-
over, UOWHFs suffice for constructing many-time digital signature schemes using the paradigm we
saw in class, giving a construction of many-time signatures from any one-way function.

The main observation for constructing a many-time digital signature scheme, is that when the
signing algorithm generates a new key for the future, even if this key is long, we can hash it (using
a UOWHF) and sign the input message concatenated with the key-hash. UOWHFs (rather than
CRHs) are “safe to use” because the string being hashed (the new key to be used in the future) was
generated by the signing algorithm itself, independently of the hash function. Thus, an adversary
for the signature scheme cannot find a different key with the same hash value, and security follows.

2 Commitment Scheme from PRG

In class we saw how to build commitment schemes from one-way permutations. Here, you will show
that a pseudorandom generator G : {0, 1}n → {0, 1}3n implies bit commitments, and thus implies
zero-knowledge proofs for every langauge in NP (since we can construct PRGs from and one-way
function, we deduce that one-way functions imply zero-knowledge proofs for NP ).

2Note that this is non-standard terminology.
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Bit Commitment Scheme. Recall that a bit commitment scheme is an interactive protocol
between a randomized sender S and a (potentially randomized) receiver R. The sender S gets as
input the security parameter 1n, a bit b ∈ {0, 1}, and a random string s ∈ {0, 1}poly(n). The receiver
R gets as input the security parameter 1n and a random string r ∈ {0, 1}poly(n).

In the commit phase, the sender and receiver interact and generate a transcript σ.
In the reveal phase, the sender sends to the receiver a bit value b′ ∈ {0, 1} and a random

string s′ ∈ {0, 1}poly(n). The receiver accepts the bit value b′ if and only if indeed σ would be
the transcript generated by running the commit protocol with the sender S using input b′ and
randomness s′ (otherwise R rejects). I.e. R accepts if and only if σ = 〈S(1n, b′; s′), R(1n; r)〉 (where
r is the random string used by the receiver in the commit phase).

We require that if the honest parties follow the protocol, then R will (always, with probability 1)
accept bit value b and random string s in the reveal phase. For security, we make two requirements:

• Hiding: After the commit phase, the receiver learns nothing about the bit value b (even if
the receiver is malicious: this is a guarantee for the sender): For every PPTM R∗, the views

VIEW
〈S(0),R∗〉
R∗ (1n) and VIEW

〈S(1),R∗〉
R∗ (1n) are computationally indistinguishable.3

• Binding: After the commit phase, the sender is “bound” to either b = 0 or b = 1 (even if
the sender is malicious and computationally unbounded): For every sender S∗ (even compu-
tationally unbounded), with all but negligible probability over the coins of R in running the
commit protocol and generating σ ← 〈S∗, R〉, there do not exist two random strings s0, s1
s.t. R will accept both (0, s0) and (1, s1). I.e., a cheating sender can “open” the transcript σ
either to reveal bit value 0, or to reveal bit value 1, but not both.

From PRGs to Bit Commitment. Construct a bit commitment scheme from any PRG G as
above. To do so, first suppose that G has the property that there exists a fixed string r ∈ {0, 1}3n,
s.t. for every y ∈ {0, 1}3n, at most one of the two strings y and (y ⊕ r) is in the range of G (it
may be that neither string is in the range, but there is a guarantee that they won’t both be in the
range). Observe that if this is the case, then G can be used to construct a commitment scheme
(the string r is known to all parties).

Hint: Show that the distributions G(s) and G(s) ⊕ r (both taken over a random seed s) are
computationally indistinguishable and have disjoint supports.

Of course, for any PRG G and a fixed r, there might exist a y s.t. y and (y ⊕ r) are both in
the range of G. Show, however, that for any PRG G, for a uniformly random r ∈ {0, 1}3n, with all
but negligible probability there will be no such y. Now construct an interactive bit commitment
scheme where the receiver chooses r and prove its security.

Hint: To show that for a uniformly random r no such y exists, consider any fixed pair (y, y′) in
the range of G. Taking a random r, what is the probability that (y ⊕ r) = y′? Taking a union
bound over all pairs (y, y′) in the range of G gives the desired result.

3We use the notation VIEW
〈A(y),B〉
B (x) to denote the view of B in an interactive protocol with between A and

B, where the parties have joint input x and A has a (private) input y. The view is a random variable, taken over
randomness used by the two parties.
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3 Zero-Knowledge Proof for Sudoku

For an integer n, a sudoku board is a grid with n2×n2 cells divided into n2 lines, n2 columns, and
n2 disjoint subsquares. A puzzle is specified by a subset S ⊆ [n2]× [n2] of the cells, and a label in
[n2] for each cell in S. These labels are given by a mapping φ : S → [n2]. The input is the pair
(S, φ). Sudoku puzzles for n = 3 (i.e. on 9× 9 boards) are quite popular (see Figure 1).

Figure 1: Example of a 9× 9 Sudoku Puzzle

We say that (S, φ) is a valid sudoku puzzle if there exists a solution specifying values for the
remaining cells (those not in S), i.e. a map π : (([n2]× [n2]) \S)→ [n2], such that every row, every
column, and every subsquare contain all the number {1, 2, . . . , n2}. Note that deciding whether a
given puzzle is valid can take exponential time (indeed, the problem is known to be NP -complete).
However, verifying that a given solution is valid can be done in polynomial time. The downside is
that revealing the solution exposes too much knowledge.

Design an interactive zero-knowledge proof system for Sudoku (using a commitment scheme).
The prover and verifier get joint input (S, φ), the prover gets in addition a solution π. The protocol
should have perfect completeness and soundness error (the probability that the verifier accepts a
false statement) at most (1 − Ω(1/n2)). The prover and the verifier should run in poly(n) time.
To show zero-knowledge, design a polynomial-time simulator whose output is computationally in-
distinguishable from the verifier’s view in the interactive proof. You are not required to prove
computational indistinguishability, but you are required to prove that the simulator runs in poly-
nomial time (and the simulator should always output a transcript).

Hint: For one possible protocol, the prover can take a valid solution and permute the labels
[1, 2, . . . , n2] using a random permutation ψ : [n2]→ [n2]. The prover can then send a commitment
for the label of every cell on the board. For zero knowledge, opening the commitments on any row,
column, or subsquare only reveals a random permutation of the values in [n2]. For soundness, the
verifier can pick a random row, column or subsquare, request openings for those commitments, and
verify that the cells it opens contain all the values in [n2]. Note, however, that this does not suffice
for soundness, because nothing forces the prover to commit to solutions that are consistent with
the values that φ specifies for cells in S. You should add a check that verifies this last condition.

Bonus Part. As a bonus part, prove that the protocol is zero-knowledge, i.e. that the simulator’s
output is computationally indistinguishable from the correct communication transcript.
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