
Foundations of Cryptography 1

Problem Set 3

Assigned: January 13, 2017
Due: February 1, 2017 (5PM)

General Instructions. You may discuss the problems with your classmates, but you should
write your solution on your own. Solutions should be placed in Guy Rothblum’s mailbox. If
possible, please type the solutions in LaTeX. (We ask that you print your solution, but if this isn’t
possible you may mail it to guy.rothblum@weizmann.ac.il).

Background and Organization. In class we saw a construction of a pseudorandom generator
(PRG) from any one-way permutation. In fact, PRGs can be constructed from any one-way func-
tion. In this problem set you’ll see the ingredients for constructing PRGs from injective one-way
functions: functions f where for x 6= x′, it is always the case that f(x) 6= f(x′). We allow the
function’s range to be larger than its domain, and thus an injective function is not a necessar-
ily a permutation (indeed, known constructions of injective OWFs are based on a broader set of
cryptographic assumptions than those of one-way permutations).

The proof is in five steps. Steps 1,2 and 4 below are problems that you should solve and submit.
You can (and should) use Corollary 3.2, described in Step 3, to prove Step 4. Treat Step 3 as a
bonus challenge: you may prove Lemma 3.1 (the leftover hash lemma) and Corollary 3.2, but this
is strictly optional. Finally, in Step 5, as food for thought, there is a sketch of one last step for
going from injective OWFs to PRGs.

1 Chebychev’s inequality

We used Chebychev’s inequality in the proof of the Goldreich-Levin Theorem. Here we will prove
the fact that if we have m pairwise-independent random variables (RVs) that are each biased
towards value b ∈ {0, 1}, then when we look at all m of the RVs, with high probability the majority
of them will have value b.

1. Let X be a random variable with expectation EXP [X] and variance VAR[X]. Show that:

∀δ > 0, Pr[|X − EXP [X]| ≥ δ] ≤ VAR[X]

δ2
.

You may use Markov’s inequality, which states that for every non-negative RV X:

∀v > 0, Pr[X ≥ v] ≤ EXP [X]

v
.

Hint: Define the random variable Y = (X − EXP [X]) and apply Markov’s inequality to it.
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2. Let X1, X2, . . . , Xm be pairwise-independent 0/1 random variables for which there exist values
b ∈ {0, 1} and ε > 0 such that for all i ∈ [1, n]:

Pr[Xi = b] =
1

2
+ ε,

Show that:

Pr[majority(X1, . . . , Xm) 6= b] ≤ 1

4ε2 ·m
,

where majority(·) denotes the function that gets m bits and output the majority value.

Hint: Use Chebychev’s inequality. Consider the random variable Y = (
∑m

i=1Xi). The
probability that the majority is wrong is bounded by the probability that |Y −EXP [Y ]| ≥ ε·m.
Use Chebychev’s inequality to show that this probability is small. To bound the variance of
Y , prove that since the Xi’s are pairwise independent VAR(

∑m
i=1Xi) =

∑m
i=1(VAR(Xi)).

2 Pairwise-Independent Functions

Definition 2.1 (Pairwise independent functions). Let F = {h : {0, 1}t → {0, 1}m}h∈F be a family
of functions mapping t-bit strings to m-bit strings. Take H to be a random variable uniformly
distributed over the set F . We say that F is a pairwise-independent family of functions if for
every x, x′ ∈ {0, 1}t s.t. x 6= x′ the random variables H(x) and H(x′) are pairwise-independent
(and taken on their own H(x), H(x′) are each uniformly random). (In the notation of the previous
problem, one can consider the 2t jointly-distributed random variables {H(x)}x∈{0,1}n , and this is
an exponential (in t) set of pairwise-independent random variables).

For integers t,m > 0, consider the function family Fmt defined as follows: A function fA,b ∈ Fmt
is represented by a pair (A, b) where A ∈ {0, 1}t×m is a t×m boolean matrix, and b ∈ {0, 1}1×m is
an m-bit boolean vector. The output of the function on input x ∈ {0, 1}1×t is:

hA,b(x) = xA+ b,

where addition and multiplication are over GF [2] (i.e., addition of two bits is XOR, and multipli-
cation is AND). Show that Fmt is a pairwise-independent function family.

Hint: Consider fixed x, x′ ∈ {0, 1}t and v, v′ ∈ {0, 1}m, and the random variables hA,b(x) and
hA,b(x

′) (where the randomness is over uniform A, b). Show that hA,b(x) is uniformly random in
{0, 1}m, and show that conditioned hA,b(x) = v, the probability that hA,b(x

′) = v′ is exactly 2−m.
Deduce that Fmt is a pairwise-independent function family..

3 Leftover-Hash Lemma

Lemma 3.1 (Leftover hash lemma). Let t,m be integers s.t. m < t. Let Fmt be a pairwise-
independent function family mapping t-bit strings to m-bit strings (i.e., a family of functions that
shrink their input). Let n be an integer s.t. m ≤ n ≤ t, and let X be a random variable over {0, 1}t
s.t. X is uniformly distributed over a subset S ⊆ {0, 1}t of size 2n. Finally, let δ ≥ 2−(n−m)/2 be
an error parameter.
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Then for every α ∈ {0, 1}m, with all but at most a (2−(n−m)/δ2) probability over the choice of
h from Fmt , it holds that: ∣∣∣∣Pr

X
[h(X) = α]− 2−m

∣∣∣∣ ≤ δ · 2−m
The leftover hash lemma1 (which has countless applications) implies that if m is sufficiently

smaller than n, and we pick δ to be small, the the joint distribution of (h, h(x)) is (statitsically)
close to uniform over {0, 1}m. This is stated below:

Corollary 3.2. Let t,m, n and X be as in Lemma 3.1, where m = (n − (
√
n/2)). Take δ =

2−(n−m)/3 = 2−
√
n/6. Then the random variable (h, h(X)) is statistically close to (h, Um) (where h

is uniformly random in Fmt and Um is uniformly random over m bits). Namely, for any adversary
Adv (even computationally unbounded):∣∣∣∣ Pr

h←H,x←X
[Adv(h, h(x)) = 1]− Pr[Adv(h← H,Um) = 1]

∣∣∣∣ ≤ 2δ = negl(n)

Bonus Question. Prove Lemma 3.1 and Corollary 3.2. (This is strictly optional).

Hint: To prove Lemma 3.1, fix α ∈ {0, 1}m. Let S be the support of X (of size 2n). For each
x ∈ S, consider the boolean random variable Iαx that equals 1 if h(x) = α (the randomness is over
the choice of h). Express the probability (over x← X and h← H) that h(x) = α in terms of the
sum of the RVs Iαx . Use Chebychev’s inequality to bound the probability that the sum is large.

To prove Corollary 3.2, consider separately the contributions of “bad” pairs (h, α), pairs where
h does not satisfy the guarantee of Lemma 3.1 w.r.t. α, and “good” pairs to the difference. Namely,
separate the probabilities that Adv outputs 1 (in both distributions) by considering whether (h, α)
is “bad” or “good”. Show that in both cases, the difference in the probability that Adv outputs 1
is at most δ (and thus the total difference is at most 2δ).

4 Injective one-way functions to PRGs, almost there

Definition 4.1 (Hardcore Functions). Let g = {gn : {0, 1}n → {0, 1}`(n)} be a polynomial-time
computable ensemble of functions from n bits to `(n) bits. g is a hard-core function of a function
f if for every PPTM distinguisher D, there exists a negligible function ε(·) such that for all n:∣∣∣∣ Pr

x←Un

[D(f(x), g(x)) = 1]− Pr
x←Un,y←U`(n)

[D(f(x), y) = 1]

∣∣∣∣ ≤ ε(n)

In particular, a hard-core predicate of f is a hard-core function with output length `(n) = 1.

Show that the existence of an injective one-way function f : {0, 1}n → {0, 1}t(n) that has a
hardcore function g with output length `(n) = (

√
n/2 + 1), implies the existence of pseudo-random

generators. (Note: you can and should use Corollary 3.2).

Hint: Define the PRG: G(A, b, x) = (A, b, hA,b(f(x)), g(x)), where A, b, and hA,b are as as defined
in Section 2, and take m as in Corollary 3.2. First, show that G is length-expanding. To show pseu-
dorandomness, use a hybrid argument with the hybrid distribution W = (A, b, hA,b(f(x)), U`(n)).

1Lemma 3.1 is a variant of the famous “Leftover Hash Lemma”. The parameters stated here are not tight, and
can be improved.
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5 Food for thought: from injective OWFs to PRGs, full case

In part 4 we didn’t quite show that the existence of any injective one-way function implies the
existence of pseudo-random generators: there was an additional assumption of a hardcore function
that outputs `(n) = (

√
n/2 + 1) bits that look random.

There are several ways to overcome this hurdle. The simplest one is simply proving that the
existence of an injective OWF f implies the existence of an injective OWF that has an `(n)-bit
hardcore function g. To show this, there are two steps:

1. Starting with f : {0, 1}n → {0, 1}t(n), use the Goldreich-Levin theorem to construct f ′ :
{0, 1}2n → {0, 1}t(n)+n, where f ′(x, r) = (f(x), r) and x, r ∈ {0, 1}n. Note that f ′ is also an
injective one-way function, and has the hardcore bit gl(x, r) = 〈x, r〉.

2. Now construct f ′′ : {0, 1}2n2 → {0, 1}n·(t(n)+n), where

f ′′(x1, r2, x2, r2, . . . , xn, rn) = (f ′(x1, r1), f
′(x2, r2), . . . , f

′(xn, rn)),

where for each i, xi, ri ∈ {0, 1}n. Observe that f ′′ is also an injective one-way function. In
addition, f ′′ has a hardcore function with n outputs bits:

g(x1, r2, x2, r2, . . . , xn, rn) = (gl(x1, r1), gl(x2, r2), . . . , gl(xn, rn)).

Taking n′′ = 2n2 to be the input length of f ′′, the output length of g is n bits, where
n > (

√
n′′/2+1). This suffices for constructing a PRG as in Step 4 above. As a final subtlety,

the resulting generator is not defined for all integer input lengths (only for ones that can be
expressed as 2n2 for some integer n). This implies a standard PRG (for all input lengths),
similarly to the implication for one-way functions that we discussed in class.
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