
Foundations of Cryptography 1

Problem Set 2

Assigned: December 16, 2016
Due: January 4, 2017 (5PM)

General Instructions. You may discuss the problems with your classmates, but you should
write your solution on your own. Solutions should be placed in Guy Rothblum’s mailbox. If
possible, please type the solutions in LaTeX. (We ask that you print your solution, but if this isn’t
possible you may mail it to guy.rothblum@weizmann.ac.il).

Problem 1: Next-bit unpredictability and pseudorandomness. We say that a polynomial-
time generator G : {0, 1}n → {0, 1}`(n) with stretch `(n) > n satisfies next-bit unpredicatability if
no polynomial-time distinguisher who gets a prefix of the generator’s output, can predict the next
output bit noticeably better than by random guessing.

Formally, we use y1,...,i to denote the i-bit prefix of the string y. We require that for every
(non-uniform) PPTM predictor A, there exists a negligible function ε(·), s.t. for every input length
n and every i ∈ [0, 1, . . . , `(n)− 1]:

Pr
s←Un

[A(G(s)1,...,i) = G(s)i+1] ≤
1

2
+ ε(n),

where the probability is over the choice of a uniformly random n-bit s and any coins used by D.
Show that if a generator satisfies pseudorandomness then it also satisfies next-bit unpredictabil-

ity, and vice-versa.

Hint: use a hybrid argument to show that next-bit unpredicatbility implies pseudorandomness.

Problem 2: Multi-Message Indistinguishability vs. Chosen Plaintext Attack. In this
exercise, you will show that multi-message indistinguishability does not, in general, imply chosen-
plaintext attack security. Let (Gen,Enc,Dec) be a (stateless) encryption scheme that satisfies
multi-message indistinguishability. Construct a (stateless) encryption scheme (Gen ′,Enc′,Dec′)
that also satisfies multi-message indistinguishability, but is insecure under a chosen-plaintext attack.

Hint: the scheme should be secure against attacks that specify their plaintexts non-adaptively,
but insecure against attacks that can specify the plaintexts adaptively. Construct a scheme where,
for each key k, there exists (secret) message m∗k whose encryptions expose the key. Argue that such
a scheme maintains multi-message indistinguishability, but is completely insecure under chosen-
plaintext attacks.
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Problem 3: A pseudorandom function family candidate. Consider the following candidate
for a pseudorandom function (PRF) family. Let G : {0, 1}n → {0, 1}2n be a length-doubling
pseudorandom generator (PRG), and let G0 and G1 be the functions that compute the left and
right halves of G’s output, so that G(s) = G0(s) ◦G1(s).

The function family is defined as follows: for key k ∈ {0, 1}n and input x ∈ {0, 1}n,

fk(x) = Gkn(Gkn−1(Gkn−2(. . . (Gk1(x))))).

I.e., the roles of the input and the key are flipped compared to the construction we saw in class.
Demonstrate that this construction might not be a secure PRF family. In particular, show that if
there exists a length-doubling PRG G, then there also exists a length-doubling PRG G′ for which
the resulting function family is not pseudorandom.

Hint: consider G′ that is still a PRG, but has G′(0n) = 02n.

Problem 4: One-way functions are essential for cryptography. In this exercise, you will
show that the existence of pseudorandom generators, and the existence secure encryption schemes
whose keys are shorter than their messages, both imply the existence of one-way functions. I.e.,
the existence of one-way functions is an essential assumption for showing the existence of PRGs
and of secure encryption.

1. Let G : {0, 1}n → {0, 1}2n be a length-doubling PRG, show that G itself must be a one-way
function.

2. Let (Gen,Enc,Dec) be an encryption scheme with indistinguishable encryptions, where for
security parameter n the key length is n and the message length is 2n. Use (Gen,Enc,Dec)
to construct a one-way function.

Hint: Consider the function f(m, k, r) = (m,Enck(m, r)), where m ∈ {0, 1}2n is a message,
k ∈ {0, 1}n is a key, and r ∈ {0, 1}∗ is the string of random coins used for encryption. Assume
for contradiction that there exist an adversary Adv and a polynomial p(·) s.t. for infinitely
many input lengths n it holds that Prm,r,k,Adv [Adv(f(m, k, r) ∈ f−1(f(m, k, r))] ≥ 1/p(n),
and let n be such an input length:

• For m ∈ {0, 1}2n, define αm = Prr,k,Adv [Adv(f(m, k, r) ∈ f−1(f(m, k, r))]. Show that:

Pr
m←U2n

[αm ≥
1

2p(n)
] ≥ 1

2p(n)

• For a messagem ∈ {0, 1}2n, define βm = Prm′←U2n,r′,k′ [∃r, k s.t. Enck(m, r) = Enck′(m
′, r′)].

Show that:

Pr
m←U2n

[βm >
1

4p(n)
] <

1

4p(n)

• Deduce that exists m∗ ∈ {0, 1}2n s.t. both αm∗ ≥ 1/2p(n), and βm∗ < 1/4p(n). Use
Adv to distinguish encryptions of m∗ from those of a uniformly random message m′, and
show that this breaks the encryption scheme’s indistinguishability.

.
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