
Foundations of Cryptography 1

Problem Set 1

Assigned: November 23, 2016
Due: December 7, 2016 (5PM)

General Instructions. You may discuss the problems with your classmates, but you should write
your solution on your own. Solutions should be placed in Guy Rothblum’s mailbox or emailed to
guy.rothblum@weizmann.ac.il. If possible, please type the solutions in LaTeX.

Problem 1: Perfectly Secure Encryption. Let (Gen,Enc,Dec) be a (private-key) encryption
scheme with key-space K, message space M and ciphertext space C. Prove that the following
security notions are equivalent:

1. Perfect indistinguishability. For every (computationally unbounded) adversary Adv , for
every two messages m0,m1 ∈M:

Pr[Adv(Enck(m0)) = 1] = Pr[Adv(Enck(m1)) = 1],

where the probabilities are over the key generation k ← Gen(·), the coins of the encryption
algorithm Enc, and any coins tossed by the adversary Adv .

2. Perfect semantic security. For every (computationally unbounded) adversary Adv there
exists an adversary Adv ′, such that for every distribution X over messages in M, and for
every functions f, h :M→ {0, 1}∗:

Pr[Adv(Enck(m), h(m)) = f(m)] = Pr[Adv ′(h(m)) = f(m)],

where the probability on the left is over the choice of m ← X, key generation k ← Gen(·),
and coins of the encryption algorithm Enc and the adversary Adv . The probability on the
right is over the choice of m← X and any coins tossed by the adversary Adv ′.

Problem 2: Statistically Secure Encryption. Consider the following relaxation to perfect
security. Let (Gen,Enc,Dec) be an encryption scheme with key-space K, message space M and
ciphertext space C. We say that the scheme has ε-statistically indistinguishable encryptions if for
every (computationally unbounded) adversary Adv , for every two messages m0,m1 ∈M:

|Pr[Adv(Enck(m0)) = 1]− Pr[Adv(Enck(m1)) = 1]| ≤ ε,

where the probabilities are over the key generation k ← Gen(·), the coins of the encryption algo-
rithm Enc, and any coins tossed by the adversary Adv .

You will show that the number of keys must be at least (1− ε) · |M|. I.e., relaxing from perfect
to statistical security doesn’t help (much) in overcoming the limitations of perfect security:
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1. Say that a ciphertext c ∈ C is decryptable to a message m ∈ M if there exists a key k ∈ K
such that Deck(c) = m. Prove that the statistically-indistinguishable ciphertext property
implies that for any two messages m0,m1 ∈M:

Pr[Enck(m0) is decryptable to m1] ≥ 1− ε,

where the probability is over the key generation k ← Gen(·) and the coins of Enc.

2. Show that for every message m ∈M:

E[|{m′ : Enck(m) is decryptable to m′}|] ≥ (1− ε) · |M|,

where the expectation is over the key generation k ← Gen(·) and the coins of Enc.

Hint: For each m′ define a boolean random variable Xm′ that equals 1 if Enck(m) is de-
cryptable to m′, and equals 0 otherwise. Use the linearity of expectations.

3. Conclude that the number of keys must be at least (1 − ε) · |M| (you can assume that the
decryption algorithm Dec is deterministic).

4. Explain where this proof fails for computationally secure encryption.

Problem 3: Computationally Secure Encryption. Recall the notions of indistinguishable
encryptions and of game-based indistinguishable encryptions (see below). In the second lecture, we
saw that the first notion implies the second. Show the converse direction: the game-based notion
of indistinguishable encryptions implies the “regular” notion of indistinguishable encryptions.

Recap: the definitions. For an encryption scheme (Gen,Enc,Dec) with key spaceK =
⋃

n∈NKn,
message space M =

⋃
n∈NMn, and ciphertext space C =

⋃
n∈N Cn, the security properties are de-

fined as follows:

1. Indistinguishable encryptions. For every (non-uniform) polynomial-time adversary Adv ,
there exists a negligible function ε : N→ [0, 1], such that for every security parameter n and
every m0,m1 ∈Mn for which |m0| = |m1| it holds that:

|Pr[Adv(Enck(m0)) = 1]− Pr[Advk(Enck(m1)) = 1)]| ≤ ε(n),

where the probabilities are over the key generation k ← Gen(·), the coins of the encryption
algorithm Enc, and any coins tossed by the adversary Adv .

2. Game-Based indistinguishable encryptions. For every (non-uniform) polynomial-time
adversary Adv , there exists a negligible function ε : N → [0, 1], such that for every security
parameter n, Adv ’s success probability in the following game is at most 1/2 + ε(n):

(a) Adv outputs a pair of messages m0,m1 ∈Mn for which |m0| = |m1|
(b) A random key k ← Gen(1n) and a uniformly random bit b← {0, 1} are chosen

(c) Adv is given Enck(mb) and outputs b′ ∈ {0, 1}
(d) Adv succeeds if (and only if) b′ = b
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